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Course Overview

ISO 27001:2022 Training is a program designed to educate individuals and organizations about the
requirements and best practices outlined in the ISO 27001:2022 standard for Information Security
Management Systems (ISMS). This training typically covers topics such as understanding the
principles of information security management, implementing ISMS, risk assessment and treatment,
security controls, and continuous improvement. The goal is to equip participants with the knowledge
and skills necessary to effectively implement and maintain an ISMS aligned with ISO 27001:2022
standards.

Who should attend?

ISMS Internal Auditor Training is essential for a wide range of individuals within an organization to
ensure compliance related to Information Security Management System ISO 27001. Those who
should attend ISMS Internal Auditor Training include: Information security managers or officer, IT
professionals involved in security management, Risk managers, Compliance officers, Quality
managers & Internal auditors.

Essentially, anyone tasked with ensuring the effectiveness, compliance, and continual improvement of
the organization's ISMS can benefit from ISO 27001:2022 Internal Auditor Training.

Course Duration — 02 Days

Organizational Objective or benefits

1. To have a competent team with complete understanding & knowledge of ISO 27001:2022 ISMS
Requirements

2. Confidence in facing the ISMS Audits and successful compliance ISO 27001:2022 Audit
Requirements.

3. To carry out day in day out activities related to ISO 27001:2022 within the organization

Learning / Program objective

1. Understanding the Framework of ISO 27001:2022 ISMS

2. Understanding the Compliance Requirement of ISO 27001:2022 ISMS

3. Understanding the Risk Identification & Assessment as per ISO 27001:2022 ISMS
4. Understanding & Implementing 1SO 27001:2022 ISMS Requirements

5. Carry out frequent Internal Auditor Training & MRM within the organization.
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Training methodology & Benefits

1. Class room activity based / Interactive online (Inhouse & Public Course)
2. Group discussion

Body of Knowledge / Contents

Day 01

Fundamentals of Information Security Management Systems (ISMS)
A process approach to Information Security

What is an Information Security Management System (ISMS)?

The purpose of ISO/IEC 27001 ISMS described.

ISO/IEC 27001:2022 Requirements Descriptions & ISO/IEC 27001:2022 Clauses
Annex A & Risk-based Thinking

ISMS Risks, ISMS Risk Assessment & ISMS Risk Treatment

Group Exercise 1: Risk Identification Discussion

ISO/IEC 27001 Clause 4 — Context of the Organization

ISO/IEC 27001 Clause 5 — Leadership

Group Exercise 2: Audit Scenarios

ISO/IEC 27001 Clause 6 — Planning

Day 02
ISO/IEC 27001 Clause 7 — Support

ISO/IEC 27001 Clause 8 — Operation

A look at and understanding of Annex A Controls
Group Exercise 3: Audit Scenarios

ISO/IEC 27001 Clause 9 — Performance Evaluation
ISO/IEC 27001 Clause 10 — Improvement

Group Exercise 4: Audit Scenarios

Understanding ISMS Final Exam

Recommended Training and / or Experience (Pre-requisite)

Basic awareness of ISMS is recommended and will be an advantage to understand the course as
qualify to Internal Auditor for ISMS

Take away for participants

To get the knowledge and understand the ISMS (ISO 27001) Framework & Requirements.

Certificate

Certificate of successful participation shall be issued to all the delegates who attend entire duration
of the training and qualify the assessment.
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